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Defense in Depth evolved and how it was made to fit within Information Technology is important to help better
understand the trends seen today. Knowing that Defense in Depth, as practiced, actually renders the
organization more vulnerable is vital to understanding that there must be a shift in attitudes and thinking to
better address the risks faced in a more effective manner. Based on examples in this paper, a change is
proposed in the current security and risk management models from the Defense in Depth model to Sustained
Cyber-Siege Defense. The implications for this are significant in that there have to be transitions in thinking as
well as how People, Process and Technology are implemented to better defend against a never ending siege by
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more accurately describing the problems, corporations and IT Security Professionals will be better equipped to
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